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(57) Abstract 

Means for deciding whether to execute a mobile code 
depending on the functions of the mobile code. When a 
mobile-code receiving section at a user terminal receives data 
including a mobile code from a distributor server, a signature 
attached to the mobile code is checked. When the signature is 
successfully verified, a function confirmation section confirms the 
specification that describes the functions of the mobile code. If the 
function confirmation section decides to permit the execution of the 
mobile code, a mobile code execution means executes the mobile 
code. 
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'25 5, B53£»tgtt«ffilg®ffi600©®a5© — 0U-C*<5o iffi IS & IE # i± , v 
- x n - Ka'TfH«601!rjg^$ ti/cmTld V - x 3 - k > , SfititKi 
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« « 1 22 jr * ^ $ tl Sif E« fifett AI500 » ffi L , ^ m * ' W 

3- K146c©ftfiR*}E5-r*C i*<T**o W^ttS&f^i tiffl*. <2\ * 
^-^f^i^T^ git LTl^-Snc <c©lfrfFT£> £<, ttfc, flF 

Jiif£«it6ttt8500<h£l£^ ai*»7t5. Iff IS AT 

15 SBf ;^ - •Kl46c©f^fl£*JES Lfc^^fr. bU iefpj&#(r *f LTfP 

iefPfi£#(±^^^-/<-r ;U3- K146c©«EiE-r^^lB0r*ftl4C <t*<-C* 

20 K146c©f^fiJt*»W Lfc«^C(±. Xr- v 7l205izm®-t %<> 

£tz^ Xt y 7 > 1204T\ BuIfi^lE#^BlII£^^f±^500^lim-r ^ C 
£ fcBTfiET* So Suae > 605^^f^"C oT. 

*Bttti5oo©a5ife*asii? l xt -y -fmoizm® u Miais 

h£MM^301(;U ^n&f±l^li®iii®700^HN o f e^^^S122{ra^ 
25 fiir£&ffi#a*£<&fS^£?* SCXt -y 7*1211 ) 0 

fiij n ei«fl6^AEi!afflsp30i*<nir£a^aflEi22{ra^-r (Trr 
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BWlfiki±mmMmffilQO<DMffi(D~ WTZ, & 0 m^^SE^ii, c©!Sffi 
lffli2«*6ttfll500©tf|fc£fT9o 

MHISl^SB*: L^Mj^ttM 500£ifr^(-fPJ& Uxf -y 7°1212K Xir 
-y 7 D 1204(rM^ o 

-y^> ^+ >4r/b*^ > 703£#iT& £{C J; II3I££JJI£ filler 

1204(Cf|£o 

Xt=- y 7°1205T'{i. l«Se»«6tttt500<tx lfcl£^-^ri<fe/j£ Lfcjiijie 
^-/<^;U3- K146c£#3£-rsfca&©^NVyu=J- KISISiJ^ i . ©&£ 

BUfS^E-'^ JU=j- Kfl?Ji£&gSB302MU x-f- y 7°1206T\ S^fTn-K 
<ts {£IE#©^£ t &±F& L> K146c*f^JiJc-r*o 

Xt y 7°1207-c , IUEtftfiE#*<, BU 12 ^E/<-f - K146c*^ 
»t-*E^-y--/<130©«l5 t Za^VteMt&ffi&AJj-tZ hIjES 
^H*2HE*a3gl$303i2. Bijlfi^y^ ;U3- Kl46c£ . *:(D%'&m&rte 
if A, tz& mm #305 £ ft I&L. mi££tltzmi5 j y--s<l30lZ, sijldg 
»»^305*iJI{g- LCx-r y 7°1208)s ftl^Tti. ttfc, 
-Y;Uzj- K146c*BuS2E^-^-x<i30{-a»L^J»^lC, iff iiftf&^'.Z 
H LT^©i-£ii*n IT ckt^o ^ncj;*;, IISr£f£i£#<iflffK ; e'<<i' 

ft !" s flj -9- - ' < 1 30 © fib fir {c o C n T & Bfl f -5 o 
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X3- Ffr^YzfcLiz^m^^^JVz}- K146c£E?fr1f-'<I30J::g»f 

Sit-r^cx^ y 7=1302) «t N fiHE»»BjRSftiaaffl3ii(i, ifi§eg# 

K^305^^*n**/<-r;i/3-- K146c*. $ tife«iW*B»r{r«ilrt 
Uxf -y 7°1303). hu ie^Hif — /<120^ Bulfi^6/<>r 71/ =J - Kl46c£ 
gff Lfc <tl^9 tfffg*. mjiea^^l32(ca^'T-5(X7 i -y 7°1304) o * 
x-r - y 7° 1301:;:^ Ls ff<7-\ (!1jie^lI-b--^120^<iHljld^» 
g*305*f* 

— 1f-ift^l40A<. E^TI*- — '<130*'» jUzi- Kl46c* 

^triiiegfi^-r- 7 <0 . §gt^V^3- K146c*H^-r-5IS 

© N J.-ir-SS* 140*5 ck^E^-b--^N*130O«li6y d y 7 ffiJSfccfc-tflr 

354H<i, JL-lf-ffi^UO^, E#-tf--/<130jfr> £^-/<-f ^3- K 
146c* ^ tr Jh f£ S£ ?fr 7 s - 7 & g i t flfc * |& © % J- - if - Sg* 140*5 «t C/E 

^if-/<i30©^^7'p -y ^M^^-rstfes, zL-^r-m 

*\<lO<D&mmya -y 7 fi> ^-1f-*S^140©CPU145*<y ^& U 146trte 

Efa1f-/N'130©£-®jjE7'n y 7 <± x Ei^if — ^<130©CPU135^'> ^6 'J 
136(r^M$tl^^-7 = P 7' 5 A*0S*y>LT^^Tt--5»«I i c^iJL$n*o 
J.-1f-iSS*140<Z)Kfig7*o -y 7 fMi;o^'^ej]t^ 0 

j--if-*rB^uo{±s mmizTF-t ct 7 c . itrEj.-if-Js^i4o©tt 

JB#(£J7\ j. -if - i fctfcf S )©f&^£gijtti* -5 A;fcgpi43<fc. 
BUIdA^jSf5143ir A7J $ n/cf- 7 ^, ffi^if -/<130^ itlX s 
7 t£ £'&m*-?Z>m7Ft&H2t. fj1jlELA7j2-C143!r A7J$n/cijTj;?eJx 
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-•^'-(D.m^lZ L/criH^ Be^-9--/<130iC?-t lt^/^ ym- K146c 

©gfiii^^4i7^-^ff -r^^ ^*i^ft Ms^4ii<h. Huiese^-9--/<i3o 

;uzi- K146c^-gjf-T^)^y<-r;uz?- KSft MS£fS412 £ ^ 
BUlS^e^V K146c{C ftjD^n^g^g^^lEf zmztkiiE&mtfs 

413i. Mie^^ -i' - K146c©^fg^ff||f.^-a ^f&5?feIS^SgiI414ch. 

K146c^-g-t;Jtie@fi?U7 i -^^aUiej.--tf-^^ 
140{CiMjf-r^^/<-f;Ur}- KiUff £lS£P402<t , £W"r-5o 
^---tf-^^l4O©KjfP(roc^TI^0^t-^ o 

Hijie^/<^;i/3- Ki46c©£ m^m^mm^^-tm^cy t << 

-Pt j Is? h U £ t£ t')^m^^X< H«jl£ie?^^-^<130fIffi^tlT0^ 
jVzj- K146c^ tfCOW y □ - K^f^^tl-SCxir -y 7"1401) 
gJ^iiljf MSSC411{i. (IUIS@e?1?1f -/<130fr x HtjIfi^E/^ - K 
146c©E3IS*417*jai«"r S(Xt- -y 7°1402) o busS^/^ ;b 3 - K 

Browser^D ^-7 A^fiJ^ Ltf - ? £§:jf -f 2>i%£lZlt. 

- m^r^mmm^^-rmm cut, se^^-^isooT Kbxi 

7 7^^gc^i||SL/;, I ^'.'J) £ Uniform Resource 
Loca tors ( URLs ) £- ffl I \ £ e 
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tkfc, x-r y 7 S 1403^C^H^T^ mBt '< J Jl< - Kg^i #LSg&412/^\ 

Htjisse?^-y--^<i3o^ ±><DmttT- ? %w iijisse^-^-zNiao^ 

mEi^y<^ Jlzi- K146c/j: £ , m f£S£ ^lE^S^ 

413(C5LLS^^-To Xf -y 7°1404(Ci>^T. mj *£IIM3£|$413<i. 
5 Biji2^'<-f - K146c!r ftJD^ tlT<^3, ffi IS IE t" 
SJhlfi^ > □ - K©m/7^i££ IT, 

(1) Bine ^--^^uRL^B^^^frm^-r ^ 

(2) K ^ <D HTML "7 r f ;HC^'<-r ;U=7- K©URL^^^^tiTC^Tv 
Browser^n ^ ^ A 146b^ g ffijft C ^" ^ > o - Kf&^^fcB-r 

10 A<*5, Jt, 

(3) @£^1f-'<130^PUSH&t,fv?£-fflt^T. €r^<^ ;U ^ - K 146c£i£# 
IT < k 

COil, x^y7°140K 1402(i^ffl§^n-5o 

— T, Buie^'^ ;U=j- K146cCD^^d(Hljl£t^liE-^-^120^^^ 
15 */<-f ^n- K146c^fP^U^B#.^^^^^^/<^;U3- K146cfr*fU 

ifH-r^C c^-C^^^i^JSff L7ti#^(C(i. ^© ^^^^SP142{ra 
^ U:i(7f y 71412). X r- >y 7°1413ir L , &S£**7-r&o 

— ^ X-r- -y yi405fCfct^T. ffT ^3 - K146c©£±t£tf<J» 

mjIfiBS^filSgM®2B414trfiaa^^-ro BlT£fil6gfieSSMaSIS414U. B«3a 
25 f-"146c^£>. £ ;^ - K 146cGD W&fiitt $500£IR 

<9 IB LCXt- -y 7 1406 K ffit8£jE144©«ftgf±fe$®JIM "7 7 -i ;l/416tr£» 



WO 00/42498 



PCT/JP99/00084 



2 0 



hfr^fr^mm-tzi^T y 7°i407) o 

I ^ o fC <i . Xt- >y 7°1408-C, ^^SP142ir. H^r5HS®M800 

Uct9 <t Ltl^^^'^f ;b zj — Kl46c*< l~ /etc/' passwd J 8^77 

www. foo. co. jpt^-i =i > t^-^fcsit^-^csia)^ f&mmfrm.^z 

tl-£te&m20mu, m sdm ft mm W M 800 (Di& CD — mxhz> 0 zcomx 
It, 1^1?tLJ;9 i Itl^t^'-f^a - Kl46c^ l~/etc/ 
passwdj ih07 7 ^ ;l/ fllx^iA^ (201 jA^ (2014)£*t-? /c 0 ^ 

["/bin/ rmj <t I ^ 7" □ 7 A £H?t(2015) U 0 f £ & <fc"<Z>tif«J&< 

Sift Li-) > LT^SfiifP^^'N'-f ;U3- Kl46cOffljfi6«-flISUs 
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A3- \ : liGc<Dmft£¥f*J-9-Zfr : gfr$:mfR-fZ> 0 
ZZ~\ jiff 15 3. mtftf? > 820£J£P -fti t\ A*SP142^t> 

£1ftfigffi2S&3SI!414tt. lirE«IIBtt««S7 ? 4 A416K „ DifE^/<-f 
A3- K146c©»fl6ftfi|500*iff«{Ci6iD UXf -y 7°1410), X t- -y 7° 
Hlld^f? UT^ Bu3a*/<>f A3 — KH?rMSgfl415IC M3£^*Tt* -5 o 
— sulS^--1f"-^'}gS^'^ >830^ff-T^ i\ A*SP142*Mi, bU 
£-t'N*>T A3- K146cCD^^T^-,l§^^C^iC^ ft^^A^ L {I (i 

y 7°1411T'{i. KUff &S8&414tf<lifSEf <*f A3 

- K146c^-^tT-f^o *HJS^J(c4o{j" ^> ^e/v-r An- K146c©S£ 

^<t(i. sit/^A3- Kir^-^n-sntf 3- Kon^«-sp!*-rs 0 
^iw. @s^-9--><i3o©i/jf^{co^TuaB«-r 

x^-y7°i5oiT\ Hijis^^^ff *aasu40i*<, an is 3.- if -js 
m^^m-tht, hijis^/<-i' A3- Kiiiif fiiasB402(caa*^-r o bU 

Et'WAn- Kiitff il SB402(±. £ H #41 7{r 0 U fc hu IE 

-f A 3 - Kl46c£ » iZ U T v A -r > -r < T 7 r << A c £ ^ L 

T, HUIS3.--tf-ia^l40(Cii|ff -T £ (Xf y 7°1503) o XT^-y 

■fl5QUzMr>X . Buld3.--tf-^^l40^ ^gdi£g3c417£f# 

— ' <1 20 d J: X iff-T&^tltz ^ ^r^ j e^VA3- Kl46c©tfpog!$fi££-;E 
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5EU/c«.tBtt«500*<'S'*nTl^ o ^--tf-$S3U40fr\ 
130^ K146c£§if U/c*§^ glj f£^/<^ ;Hj - K146c 

&m?f-t %m*'<J Jl<=i - K146c^& 'o tH Ltz mzzmnzitm 

500£. ^rtl7b<nn¥^oj ^tltz ^(DT Ul^m^-C flu f S ^- — if — CM 

#>> UIjIBjx- if"-*ffi^l40(i. ^'<-f - K146c£)|f 
T. ^g[^'<^ ;m- K146c^Hfir-T S 5 £ £fe j£ -f 3 C i7&<T#-5 0 
$HB«©ffiOiMliUt, «aEtt«500*«IE-^-/N*120T 

10 ^6/NV;b3- K146cfC{i. ^i£^E/<-f;br?- K146c 

<Dmft=t- KJ^fr. ^l£^<-f Jl=i - Kl46c^fte<!:lx^iJ-r ^ /cfc©^ 

15 3- K146cSi*©^^tt©iiil|[{rfiJffl pJtg-C* 5, 

mt&tt«500^^SE-9--/<120-CI6 4 3 l : S-9-'5 mt&Bmo -> X f- 

Kl46c{r^#lttai500^'g-tn^llJS^SilWH;T* 0 . * © !¥ i&B tft 

20 |5j«£C BiiEf^fi£#*'«f^fiJc^^llO-CHui£y-^3- 

So 

IrI^Hc, f^j£*3s3U10^\ *'<>f ;U=r- K146c©(&fi£$tfiE£x t££E1f 
25 -'<120(rffe*BT mJiefP^ira^HO. J; C/ fiu s£ fefe M "9" - y N ' 
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Sfc. &SE1J--/*120T*'<-r K146c©|gj|£|£aE£m^ ffi^ 

1f-/<130i::e»-r £*§-£©> BljffifefeliE-9--/<120. & J;0'HlIia@e^if- 

1206K&<,*T-fc/<>OU=i- K146c*flFJS!c-r*IR»r, »a6tt«500©ftfc 

m&<D, *s<-( ju=i- Ki46c(r mBtttmsoofr-st tizm 
io tt\ $niwi:i>^t, jL--b*-a»^i40A<. E?u-b--^<i3o*M$>^ 

/<>T;U3- K 1 46c£ -g-tT _LfS@e?U 7 s - ^ £ § tflfc *) . SttA'^^n- 
K146c«-^fir-T SBR©x t£IElf-'<120> jl- if' — ifc3fc 140. fcitfEflj 
-9--/<130©.g|^7'n y ^*JiR*j ^O'l^fPfCo^TUaB^-r^o 
B16H(i. ^HififlJtcfc^Tx J.-if-iS*l40*^ SS^-9--/<130^ 
15 t,€r/<V /Uzj- K146c£3-frJt32BB#-r-* ^Sttflfc 0 s iSSFf*>f;U 
=i - K146c^-M^T-T 5 ^©s ^SE-9--^'120. KflJ If - '<130. iS^UhsL 
-■!f-4K*140©«lffi"ro -y ^^^^^L^HTo^o 
&SE1J--'<120<±s mi6U^^-Tck 9 C J--if-i»*140^t»«l6tt 

20 j&flr-r*. «*6ttmia!flr&ssin62i£WL-ci*<5o 

ttfc. ^16H(r fcl^T. J--if'-*ffi*140. *> J:tfE?fr1J--'<130©« 

eg y □ -y ? m t± . B4U tz 7* u *> © <t fii u -c ^ , -e © mm # taw 

(ItlStS, *Ha0<]T(i. a.-+r-^^l4O©^^0I.S^m 

SU414{±, Bij£«IE-9--/<120tc«fllttag^418«"iSflr iiu 8S & II 

25 -'<i2o^ £«ffi<±a5oo£Sfrr* £i>9 ^ee ? „ 

J--^ -* 1 ! 5^140©[E^f / P^o^T^fW-r oo 
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Z ©SlfCfc^T. Xt- -y yi401j^ y 7°1405<tX^ -y 7°1407^ £ 

5 Xf y 7°1412£ T(i^l4H «t IWJ UT* 0 N $ W & & »S "f £ <> 

10 JR418^BljI2S2?U-tf-/<120{Ci^jf f MXf >y yi701), Xf 7 7 , 1702t\ 
Sij IS gS fl? -r - / < 1 2 0 ^ «a> HI E ^ / < << ) U rr - K 3gg Jg ij ( C *f 0 "T 3 8 ft & tt # 
500£§Mf t5 is i:e6iets^Sl44©^tgtt^ll : ® X r 

KEtSSttfc. I9ii:/TL/;d; o tZ-r-7Jl<lzm U«ft6tt«500*Ha» 
<**lT^*jfr>5j&N*«S-r 5(Xf >y 7°1407) o 

15 JilTOXr-yrolf^li, Jgl4H £ ISJ l;^OT\ SttW*«i|-r 6 « 

^(r> ^aE-^-/<i2o©i&fp.(coc>Tt^0^-r 

mi8H{i, J.--y-jft5|5l40A<s Eifr1f--'<130j^£f <-f K 
146c£«3-i;±EE#-r- 9 . ^^W;Uzz- K146c£HfT 

20 i-r> ft«aifg- Msgpi62i(i, xf y nsoi-r, suE-a-if-ifi* 

140^ ^> HiJE8ft& tt«S^418* f# *> g»* 4 o BIT E ttftg tt« S #4 18£ g 

ft u/cJ^^icii, AiiEiaftEttas^aiSfc^snTi^*/^ k 
mm^^m o lb uxf y 7°i803). tti£tt«e»-7 r -r^304^ a 

25 1804) o mj;£Mf±$500£. ifrg£ jl - -(f 140(r lift L ( X -r -y 7* 
1805), Xf 7^18011:1^ PfS!> fiulEI^-^' 40^ ^fiijE8ijt 
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tt«8;£418*»££lJSo 

146c£ — £ ^fe©^^"^ - Kf&£iJ^c<Dffi£Wg. LT^ 

£ 0 t/<-r ;U3- K146ctc{* N m E*y<>r ^ n - Kttftl 

tlT&O. J---9'-ift^l40A<, ffi?£lf--'<130fr£*'<-Ol/=J — K146c 
10 ^Slf e/<^r ;Un - K146c^ «9 iti L fc*'<-r JUzj 

■? Z> fr&fr Zo Z.<Dtzi6, fliej---*f-*ffii^l40(i, ^&/<-r 
JVZ3- K146c©f#og&fi£K.g-3l^T. ^St^e/NW ;!/ 3 - K146c£S£?T-f 

:/n-tr;Olig©iffi{ti£ffi (/ci^ljf, " v^r-y K A^btiti^) £ 

&^n/7 Aj&<?f -j 3Sflf & It 3^ tf§ N — K 1 ) x 7©0Si, 
iffilf W'f > ^ 7 i-X i % iffiteffl£rt> LTiffrtlZ l)OT*5. 

25 «-s^3SE^©is^^A^Sjtt^^0A^j!±x -en -en* 



WO 00/42498 



PCT/JP99/00084 



2 6 

h Z> o 

/■cixJi's ±I2©HJS^^ST(i, &m-*-s<l20£, fRftV-^lZOt* 
5 lii ^ 5 If - K ^ x 7 J: i: L T I ^ ^\ #f£Hjl (i C tl IZ 

^n^c^o -r^^*>. ^iE-y--/<i20i , g£?fr-9--/<i30£. £iw]i;f-m 

K r> x 7li:|g^lTfcj:^ 0 fPM^llO^ t£!DE1*- 

-'<120£. |5] I; ffSl.&l^ — K^x7±i:^J5ELTfcJ;^o 

10 UTfcctC^o *<i{C<i, fW*§3U10£. t£IE1f-'<120<!:. mft-*-/< 
130£. £[5l ^ft^[.^/N_ K ry x 7ii;Mtt & cfct^o :nb(D|^, 

15 *£§E-9--^12(K±. f^/& L/cif1jfe^<^ Jb3 - K146c£ff?;M 

^UlOiCjUfl L s («#w3U10^S£^-/<130!rgS§t-& =k 9CLTI> 

@e^-9--'<i30£ii§^ir & c -5 <> 

20 @2^+>--^'130^. ^H-^-^<120{C^/nV Jlzi- Kl46cCDMtg^II^^ 
Ht5«k?iaTfcJ:o. :©J;9i:tKcT\ B frit m 

Bljiev-xr/- K£^!:^„«fi£tt£ll500£. feliE1f-/<120{Citm^-^ 
500^ IE t£ m ft £ t £ *> © T ^ C t t , fjij IS V — X u — K*< £ £« 
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- K146c©at£ttjf 500<Z>#m£\ 'JxHc£<t#K *£tE1J--/<120©!E 
t§^S124{:H£# LTfct^T & cfcC^o * UT^IE^^i^ ^Tt^ y- 

X3 - KAMi^-r *«fittt«5oo*<s miifiux h di^^-r^#^^^ 
£t-. B%%n<D^iE&im^&&m<,^tz, [fife u x h ^/<-r 

Ii2if:fc^txf -y ^i202;&<*g £ /- x f- y y°i20i© rv- 

X3 - Km^j a< rmffo- Km^j y 7*1209© ry-x^- 

■t*--'<130£, J.-if-J»*140i. (OHT, iHfll9100£^ LT^ 0% 

©Tti^i^o Steffi ioo* sen* wane a* ut. ns^^a-^saaE^a* 
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So 

110©* y> *PZ> 'J V-x^fflt*: <t*<T# -5 <tiR£ LTl>5, 
5 fciilf, K146cj&<fl&©:/n 7 ' =j A (C ?I -9- - t"X£ 

I^t" li s Browser^" n -^5 i» 146b, * <i0S146aj^\ KSB'tfc 

fcyD/^Ali, ^^<-T;U3- K146c^ ^©llJjc^-II^T-r 4^»S^*> 
^K««gtt«500{CS-^ur*iJWf-r-5 «fc r> i:LTfcJ;h 0 

10 ±.tz<Dmmm-m-v\z, jSumnuo 120 ^©^©^ 

TtctC^o PtSir, — '<120£EfljlJ---/<130<i:©[IH©-r — ^ ©-^ 

15 0W> K146c£Ett«Ef*KE# HUI£IE?tJ#(i^-r 
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i . 

BUie^W L/cmE^-'^ ;U3 - K»r#jD$tlTl^-5*ig*jRiEf *n 

4«gu ^^^<-f^3- Kcon^T^fF^i-r sa^a^^jwr-r £ N a 

fjfeaHgfig^XT- y 7°{i ck o T x fiHE*'*>f ;U3 - KoHfra* ft 

2 . 

BUiS&figfflitSX-r y BuISMfttt^l^ 3---tf-(rti^ rUI£3. 
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